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ABSTRACT

In many multi-user cryptographic applications (e.g., electronic voting, digital lotteries,
e-cash application, anonymous access to some resources, etc.), anonymity pops up as one of
the main security objectives. Protecting private information about the involved users is not

only desirable but crucial for existence and proper working of these applications.

Group signatures were the first signatures to provide anonymity of the signer(s): the
members of the group can anonymously sign messages on behalf of the group using specially
designed keys. The keys used by the individual members of the group are generated
and distributed by a trusted group manager. Hence, group signatures are suitable for
cooperative groups that have some preexisting structure. They are not suitable for groups
that can be formed in an ad-hoc manner. To solve this problem, Rivest, Shamir and
Tauman (ASIACRYPT 2001) introduced the notion of ring signature schemes. Unlike group
signatures, ring signatures have no group managers. Any user can select a set (ring) of
possible signers that includes himself, and using his private key and the public key of the
other member of the ring, he can sign on behalf of the ring. Bresson, Stern and Szydlo
(CRYPTO 2002) extend the notion to a threshold setting where some minimum number ¢
of members of the group has to cooperate in order to sign a message. The complexity of
the threshold ring signature scheme proposed by Bresson et al is prohibitively large even for

relatively small sets of signers.

Our contribution: We propose two new anonymous signature schemes. The first one is

a threshold ring signature scheme that is constructed using covering designs. This scheme

is efficient even for large groups of signers. The cost we pay is that anonymity is not
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perfect although it remains unconditional. The other one is a threshold scheme that is based
on Vandermonde matrices. The second scheme is not always as efficient as the first one.

However, it provides unconditional and perfect anonymity:.

In a threshold ring signature scheme, any subset of members whose size is not below
the threshold ¢ can generate a signature. However, in some situations, we want to be able
to specify which subsets can sign. We go beyond threshold ring signatures and propose a

scheme where the possible subsets of actual signers are defined by a general access structure.
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CHAPTER 1

Introduction

In the late eighties and early nineties, the Internet became not just a failsafe method of
defense communications and a mean for researchers but a never ending resource for sharing
data too. A lot of new applications appeared initiated primarily by e-commerce. These new
applications demand new security requirements as well. Existence of a predefined groups
and a way of their members to identify themselves as part of the group became inevitable.
For many multi-user cryptographic applications such as electronic voting, digital lottery and
e-cash applications, protecting private information was/is not only desirable but mandatory
for cases where it might result in large financial loss. The integrity and non-repudiation
provided by the existing digital signatures was not sufficient. Anonymity was essential in
most cases.

In 1991, Chaum and Van Heyst [3] introduced the concept of group signatures. Many new
requirements were identified and some improvements were proposed afterwards. However,
the formalization and generalization of the definitions was just recently done [3, 4]. In group
signature schemes, members are registered in groups administered by a group manager. Each
member of a group can generate an anonymous signature on behalf of the group. Associated
to the group is a single signature-verification key, also called a group public key. Each group
member has its own secret signing key based on which it can produce a signature relative
to the group public key. The group has its own manager, a trusted authority, who can
trace any malicious activities and revoke the keys of all uncooperative members. The two
main requirements for the group signatures remain the same, traceability and anonymity.
Traceability is provided by the secret key that the manager holds. Using this key and a given
signature he can extract the identity of the group member who created the signature. Anyone

who does not hold this secret key should not be able to extract the identity of the actual



signer from a given group signature (i.e., the anonymity of the signer is guaranteed). The
mechanism used to allow traceability, provides some level of security for non-signing members
in case of dispute. Hence, group signatures are only appropriate tool when members have
agreed to cooperate. However, for all groups that are formed “on the fly”, the group members
don’t know each other and cooperation is questionable. The notion of group signatures is not
suitable in this case. A concept that will address the requirements of the non-cooperative
groups formed without previous setup is the one of ring signatures.

Ring signatures were introduced by Rivest, Shamir and Tauman [21]. The original
motivation for their introduction was to provide a scheme that will allow anonymous leaking
of secrets. Ring signatures can also be used to provide a member of a certain class of
users with access to a particular resource without explicitly identifying this member. Their
applicability to solve a plethora of problems has been already shown. Whenever a third-
party verifiability is required, the ring signatures are more suitable than ad-hoc identification
schemes [5, 12]. In the context of e-mail applications, ring signatures enable the sender to
sign the e-mail with respect to the ring containing the sender and the receiver. In this
case, the receiver knows who sent the message but can not prove it to any third party. To
the outside world the e-mail can be signed by any of the two parties involved in e-mail
correspondence.

The concept of ring signatures is related, but incomparable to the concept of group
signatures. Ring signatures allow for greater flexibility: no centralized group manager or
coordination among various users is required. Rings can be formed completely “on the fly”
and in ad-hoc manner. The users have a choice over the level of anonymity they desire by
generating any particular signature via selection of an appropriate ring. Any user can add his
name/public key to an arbitrary set of other users he chooses and produce a ring signature
revealing only that the anonymous author belongs to the set. This is infeasible with standard
group signatures, where the possible signers by definition are registered members of the
group. The absence of a revocation manager in the ring signatures allows for unconditional
anonymity. In the case of group signatures, anyone that knows the secret key of the manager
can determine the identity of the actual signer. Hence, unconditional anonymity cannot be
achieved.

Another advantage of ring signatures over group signatures and some of the other

solutions is their efficiency, or the possibility to be made very efficient. They exclude heavy



usage of asymmetric computations as zero-knowledge proofs or proofs of membership which
makes them very fast. The efficiency gained in the ring signature schemes is also beneficial
to cryptographic schemes built on top of ring signatures (e.g., multi-designated verifiers
signatures, non-interactive deniable ring authentication and perfect concurrent signatures).

All these characteristics make ring signatures highly suitable for ad-hoc groups [12, 2, 19],
which are computed instantly without involvement of third party and setup procedures. As
many other groups, ad-hoc groups can also work in a threshold setting. In this case t out of
N parties that belong to the ad-hoc group have to combine their knowledge to create certain
signatures. Any t parties can preform the operation and create the signature. However, no
t — 1 parties can succeed in doing so. These types of ad-hoc groups will be main point of
interest when describing our new threshold schemes.

One of the shortcomings of ring signatures is their length. Their size grows linearly
with the group size making them very impractical for large sets of signers. Dodis, Kiayias,
Nicolosi and Shoup [12] introduced a new way of constructing ring signatures for anonymous
identification in ad-hoc groups so that the size of the signature is constant. They have
improved the efficiency of most of the ring signature schemes [21, 7, 14, 6]. However, they
assume that the ring doesn’t change much through the time, and that it is not necessary to
include the public key of each member in the signature. We think that these assumptions
restrict the dynamics in ad-hoc groups. The schemes that we propose are better suited for
groups that change rapidly.

We propose two threshold ring signature schemes. The first scheme is based on covering
designs, and it is more efficient than the schemes presented in [7, 11] especially for large
set of signers. The scheme provides unconditional but not perfect anonymity. The second
scheme utilizes Vandermonde matrices when constructing the signature. The computation
of the signature is fast and easy to manage.

The rest of the thesis is organized as follows. In Section 2 we provide some definitions that
are necessary to understand the concepts studied in the subsequent sections. In Section 3, we
describe some ring signature schemes that are related to our new schemes. The description
and security analysis of our new scheme based on covering designs is given in Section 4.
Section 5 provides a description, security analysis and extension for ID based signatures
of the t-out-of-N signature scheme based on Vandermonde matrices. In Section 6, we go

beyond threshold ring signatures and propose use of general access structures to define the



possible subsets of actual signers. Section 7 compares our schemes with the existing proven

secure schemes. The thesis ends with some conclusions.



CHAPTER 2

Preliminaries

This section provides definitions that will be used in the later sections. We follow the

approach presented in [5].

2.1 Secure ring signature schemes

We first informally define ring signature scheme. A ring signature scheme consists of three

algorithms:

Gen generates a public/secret key pair for each of the N users. The ordered list R =
(Py,..., Py) of the public keys is called a public-key ring.

RingSign produces a ring signature ¢ on a message m, given m, ring of N users, their
corresponding public keys (Py,..., Ps, ..., Py) and the secret key Sy of the actual

signer.

RingVerify takes as an input a message m and a signature o. It accepts the signature if o
is a valid signature on m, and outputs “true”. Otherwise, it rejects the signature and

outputs “false”.

A basic requirement of any digital signature scheme is that signatures can not be forged.
That is, it is computationally infeasible to produce a signature on a new message without
the knowledge of the secret key Si. A more formal definition based on the adaptive chosen

message attack follows.

Definition 2.1 (Unforgeability) A ring signature scheme (Gen, RingSign, RingVerify)
is unforgeable if for any efficient adversary A the probability that A succeeds in the following

game s negligible:



1. Key pairs {(FP;, SZ-)}TL(? are generated using Gen(1%) and the set of public keys R =

1=

{(PY"™ |R| = N s given to A.

=1

2. A is given access to a signing oracle OSign(-,-) where OSign(s,m) outputs a ring

signature Signggs, (m, R) on a message m, when the actual signer is s.

3. A outputs (m*,0*) and succeeds if Verify z(m*,o*) =" true” and it never queried

(x,m*) to its signing oracle.
A threshold ring signature scheme consists of three algorithms:
Gen generates a public/secret key pair for each of the N users.

TRingSign produces a (¢, N)-ring signature o on a message m, given m, a ring of N users
with their corresponding public keys and the secret keys of ¢ members. The number

of signers ¢t and the N public keys of the ring members are part of the signature o.

TRingVerify takes as an input a message m and a threshold ring signature o and outputs
“true” accepting the signature if it is valid and false otherwise followed by rejection of

the signature.

Same as ring signature schemes, threshold ring signature schemes are secure if they are
anonymous and unforgeable. Unforgeability of threshold ring signatures schemes can be
defined in a similar manner. The difference appears because threshold ring signatures allow
the signers to choose an ad-hoc collection of users to contribute their share of the signature.
In this case, there is a possibility that some of the users can be corrupted and cooperate

with the adversary.

Definition 2.2 (t-out-of-N Unforgeability) A t-out-of-N threshold ring signature scheme
(Gen, TRingSign, TRingVerify) is unforgeable if for any efficient adversary A the prob-
ability that A succeeds in the following game is negligible:

1. Key pairs {(F;, SZ)}:L:(? are generated using Gen(1%) and the set of public keys R =
(PY'™) |R| = N is given to A.

2. A is given access to a signing oracle OSign(-,-) where OSign(T,m) outputs
Signr g, (m, R) for a message m and set |T'| =t where T C R.

6



3. A has access to a CorruptOracle and can successfully corrupt up to (t — 1) secret

keys S; from T.

4. A outputs (m*,0*) and succeeds if TRingVerify,(m*,o*) =" true” and it never

queried (x,m*) to its signing oracle

As we mentioned, unforgeability is not the only security requirement for the ring signature
schemes. Anonymity that will ensure signer ambiguity is required also. The anonymity can
be unconditional or computational based on the computational capability of the adversary. If
the adversary has an unbounded computational power and still can not gain any information
concerning the identity of the actual signer better than a random guess, then the anonymity
provided by the signature scheme is unconditional. Computational anonymity on the other
hand is provided when we assume that the adversary has limited computational power
and can not find the identity of the signer better than a random guess. Our schemes
provide unconditional anonymity. Bellow we provide more formal definition of unconditional

anonymity.

Definition 2.3 (t-out-of-N Anonimity) A t-out-of-N threshold ring signature scheme
(Gen, TRingSign, TRingVerify) is anonymous if for any efficient adversary A the proba-

bility that A succeeds in the following game is not signigicantly greater than a random guess:

1. Key pairs {(FP;, SZ)}?:(? are generated using Gen(1%) and the set of public keys R =
{(PY"™ |R| = N s given to A.

2. A is given access to a signing oracle OSign(T,-), where OSign(T,m) outputs

Signr g, (m, R) for a message m and a fived secret t-set T C R.

3. A outputs a t-set T" and succeeds if T" is equal to T.
2.2 Ad-hoc groups

We use the following definition of ad-hoc groups.

Definition 2.4 (Ad-hoc group) An ad-hoc group ¥ is a list of N users, including N
certified public keys, accompanied by a list of subsets S; of these users, called the acceptable
subsets. This second list may be optionally replaced with a predicate defining exactly which

subsets are acceptable.



This means that ad-hoc signature will retain maximal anonymity, and at the same time,

it will prove that the signing members all belong to at least one of these acceptable subsets.
2.3 Covering designs

The main definitions regarding covering designs that we use as a basis for our schemes are

provided below.

Definition 2.5 (Set system) A set system is a pair (X,B) consisting of a set X =

{ai,as,...,a,} and a multiset B whose elements are subsets (or blocks) of X.

Definition 2.6 (Covering design) The set system (X,B) is a (v,b,t)-covering design,
where v, b, t are integers and t < b <wv = |X|, if

1. all blocks in B are b-subsets of X, i.e. Vpeg|B| =0, and

2. any t-subset of X is contained in at least one block.

Definition 2.7 (Complementary set system) 7The complement of a set system (X, B)
is the set system (X, B°), where B¢ = {X\B;|B; € B}.

The last definition will be crucial in our proof of security for the scheme based on covering

designs.



CHAPTER 3

Ring signatures

In this section, we provide detailed description of concepts that will be of significant

importance for us to introduce the new schemes.
3.1 The Rivest-Shamir-Tauman ring signatures

When the concept of ring signatures was presented for the first time [21], it was said to be
ideal for “leaking a secret”. In order to explain this “leaking”, let us imagine that there is
a company AB which is involved in some illegal activity. One of the employees who also
belongs to the Board of Directors does not agree with the company’s policies. Using a ring
signature scheme, he can expose the company without revealing his identity. He will sign
the message in the name of the Board of Directors, and then send it to a journalist. Based
on the ring signature, the journalist will be able to check that the message is correct and
comes from a member of the Board of Directors. At the same time, the journalist will not
have a clue who is the actual composer and signer of the message.

As we already mentioned in the Introduction, with ring signatures the group formation
can happen in ad-hoc fashion: no manager is involved and the signer can include anyone in his
group. The actual signer chooses a group of individuals and uses their public keys together
with his secret key to compute the signature. Each time the signer wants to sign a message,
he can choose different set of public keys to be part of the construction of the signature. The
non-signers might not even know that they have been included in a certain group. This is a
sharp contrast comparing to the group signature setting where all of the users execute a Join
protocol with the group manager to obtain a group membership certificate. Ring signatures
provide complete anonymity for the signer. When the verifier verifies the signature the only

thing that he knows about the actual signer is that he is the part of the group which signed



B, B,

Y

Yys = 93(5173)

Figure 3.1: Rivest-Shamir-Tauman ring signature scheme

the message. The true identity of the signer can not be revealed.

The RSA version of the ring signature scheme presented in [21] uses one-way trap-door
permutations that have a common domain. These one-way trap-door permutations are
constructed by modifying the original RSA one-way permutations as follows. All public keys
P,(n;,e;) have different n;’s and the results fi(z) = z¢(mod n;) from the standard RSA
one-way permutation have different domain sizes. Their domains can be unified be choosing
{0,1}® as their domain where 2° is larger than any of the n;’s and b is the block size of the
message. First for any b-bit input m two non-negative integers ¢; and r; has to be defined
such that m = ¢;n; +r; and 0 < r; < n,;. Next for each trap-door permutation f; over Z,,

the extended trap-door permutation g; over {0, 1}’ is defined as:

gi(m) = {

As it can be seen from the formula, the extended one-way function is changing the lower

qn; + fi(ry) if (g + 1)n; <20
m else

(3.1)
bits of m and the rest remains unchanged. The input m will remain completely unchanged
only if the result happens to be larger than 2 — 1. One way to ensure that this will never
happen is by choosing b to be at least 160 bits longer than any of the n;’s. Fig. 3.1 depicts
the Rivest-Shamir-Tauman ring signature scheme [21]. The s-th member of a ring with size

N, will produce a signature o on a message m as follows:

10



1. Let Ej be a block encryption function with key length [ and block size b.

2. Compute a key k as k = h(m), where h(-) is a publicly known collision resistant

function that maps arbitrary inputs to strings of length [.
3. Pick a random glue value v € {0, 1}°.

4. Pick random z; € {0,1}® values, for 1 < i < N and i # s and compute y; = g;(;)

where each g; is extended trap-door permutation.

5. Solve for y, the ring equation:
Eir(yn @ Ex(yn-1® Ei(. .. Ex(y1 ©v)))) = v. (3.2)

6. Use the trap-door s, to invert g, on ys and obtain the value of x5 = gs~*(ys).

7. Output the ring signature o as a (2N + 1)-tuple

0':(Pl,PQ,...,PN;U;Il,l’Q,...,l’N). (33)

When the verifier receives a message m with a signature o he verifies that someone from the
ring has signed the message. The provided information in the signature itself doesn’t reveal
the identity of the actual signer. The verifier computes y; = g;(x;), for 1 < i < N, obtains
the key k = h(m), end checks the ring equation:

Ei(yn @ Ei(yn-1 ® Ex(... Ex(y1 ©v)))) = v. (3.4)

If the equation holds the verifier accepts the ring signature and outputs “true”, and rejects
the signature otherwise.

This scheme is proven to be secure. It is unforgeable and provides unconditional
anonymity for the signer in the sense that even a computationally unbounded adversary
that has access to infinitely many chosen-message ring signatures cannot guess the identity
of the actual signer with any advantage. The unforgeability of the ring signature is based
on the hardness of inverting the extended RSA permutation g;. This is an equivalent to the
RSA assumption because only someone who knows how to invert f; can invert g; with more

than a negligible probability. For more details on the proof see [21].
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3.2 Threshold Ring Signatures

Threshold ring signatures prove that certain minimum number of members of a group must
have collaborated to produce the signature, while hiding the precise membership of the
subgroup of signers. In particular, no group of less than ¢ members can forge the signature
in collaboration with the adversary, and the verifier cannot determine the identity of the

actual signers.

3.2.1 The Bresson-Stern-Szydlo signatures

Based on the ring signature scheme described in the previous section, Bresson, Stern and
Szydlo(BSS) [7] provided extension suitable for threshold schemes and ad-hoc groups. The
ring of N users is partitioned into ¢ disjoint subsets a number of times. Each partition is one
node in a super-ring and each subset of the partition is one sub-ring. A group of ¢ users can
close the super-ring (i.e., produce a (t, N)-ring signature) if and only if one of the partitions
in the super-ring is a fair partition for the group of ¢ users. Each subset of the fair partition
contains at least one actual signer.

As a part of their scheme, Bresson, Stern and Szydlo proposed a use of a perfect hash
functions [I] instead of the symmetric encryption function Ej,)(z). This perfect hash
function is used to construct the partitions of the super-ring. BSS scheme modifies the
underlying ring signature scheme so that the signer can start the calculations from his own
position (the previous scheme has to start the calculations from the node number 1). The
actual signer chooses a random seed w and computes along the ring:

U'is‘f‘l = h(m,W)
Vig+2 = h(m, vi,41 @ giy41(wi41))

(3.5)
Vi, = h(m, vi,—1 @ gi,—1(x5,-1))

Before the signer closes the ring, he computes the last input x;, by using his own secret key

to solve the equation v;, ® g;,(x;,) = w. The signer produces the signature o as:

0':(Pl,PQ,...,PN;iQ;’UZ'O;ZL'l,[L’Q,...,ZL’N) (36)

by choosing at random the position ¢ in the ring and providing the corresponding v;, value

for that position.

12



Furthermore, the ring does not have to close perfectly. A gap v can be allowed between
any two indexes in the ring as long as the value of 7., (the position of the gap), v (the value
of the gap) and v;, (the glue value for the gap) are included in the signature. During the
verification process, the verifier has to calculate v; @ at the place of the gap. In this case,
even if there is no signer in the ring we can simulate it by choosing v and making the final
result to be ring signature. However, the security of the scheme is not intact. Usage of the
gap is only acceptable if we assume that the adversary is not in the position to choose -,
otherwise the ring can be simulated and the scheme will be broken.

Below, a more detailed description of the BSS (¢, N) ring signature scheme is provided.
For simplicity, without lost of generality one can assume that the gap is between the first
and the last node in the calculation ring (i.e., ip = i, = 1) and omit i, from the signature.
The length of the signature will not be shortened because of this. The value of ¢ has to be
included in the signature. Only ¢ members can construct the signature and no t — 1 members
are enough to sign the message.

This scheme can be made more applicable to ad-hoc groups if the signature includes
legitimate subsets. The reason for this is the very nature of the ad-hoc groups where the
members of the group can belong to different subsets. However, not all of these subsets
can produce a legitimate signature based on the standing that particular nodes have in the
group. So the first step in the verifying process checks if all of the signing members belong
to at least one acceptable subset. In this case, corrupting ¢ members is not enough to
forge a signature, they also have to belong to an acceptable subset. The acceptable subsets
structure is specified using fair partitions. The group of ring members is divided into disjoint
subgroups. The number of subgroups will be the same as the threshold value because the
goal is to have at least one signer in each subgroup. However, if the set is partitioned only
once and in each subgroup there is only one signer the anonymity of the actual signers is in
jeopardy. Each signer is not anonymous over set of N possible signers but over the subset
to which he belongs. Because of this the group is split many times. There should be at least
one split with exactly one signer in each subgroup.

Let 1 = (7', 72,...,7") be a partition over [1, N] in t subsets and I = {iy,a,...,%:}
be a set of indexes € [1,N]. If all indexes belong to different subsets, then 7 is a fair
partition with respect to I. If for any set of cardinality ¢ there exists a fair partition in II

for I, we say that II is (IV,¢) complete partitioning system. As we mentioned earlier, this

13



Figure 3.2: The super-ring composition in the Bresson-Stern-Szydlo scheme with ¢ = 3.

can be achieved using perfect hash functions. It was shown in [I] that the size of (IV,?)
family of perfect hash functions is p = 2Ylog(N) and the complete partitioning system will
consist of p partitions:m = {m, m,...,m,}. Fig. 3.2 depicts the basic principle behind the
threshold ring signature scheme when ¢t = 3. In this case 7, is a fair partition with respect
to the three signers. Let P, P;,, ..., P;, be the t users that collaborate to sign a message m.
Furthermore, assume that 74 is a fair partition for I = {iy,s,...,4:}(as given in Fig. 3.2)
and assume that for each j € [1,t] there is i; € 7. The steps of the signing algorithm can

be formalized through 5 subroutines:

1. During Choose Seeds the signers choose random seeds for each sub-ring in each

partition.
Choose Seeds{
fort=1,....p
fork=1,...,t

choose random values v¥ € {0,1}°

}

2. For each partition that does not have at least one signer in each subring , a ring-like

14



mechanism has to be simulated using the Ring Simulation subroutine:
Ring Simulation{
fori=1,...,pandi # s
forj=1,...,N{
choose random z € {0,1}°
calculate ! = g;(27)}
fork=1,...,tand j € 7F{
calculate zF = h(m,y/_,®
h(m,yl o @® .. h(m,y @yl ® h(...h(m,y] ®oF)...))...))
calculate vF = vF @ 2F}

}

3. For each node in the super ring, a gap has to be calculated and the resulting input
and output for the fair partition has to be obtained. First we choose random seed
o, € {0,1}% for the next node from the fair partition in the super-ring and calculate

us = G(0os). Here G() is just a random hash function that returns (¢ x b) strings.

Super Ring{

randomly choose o, from {0, 1}%

calculate ugs 1 = G(0y)
fori=s4+2,...,p,1,...,s

} compute u; = G(ui—1 & (V| .- [[7{-1))

4. Next, by closing the super-ring compute the gap values for the sub-rings of my,
(Y. I17Y) < wus @ o,. This result has to be parsed in order to get the “gaps”
for each sub-ring in the fair partition. With that the ring will be closed and the sub-
rings in the partition 7 will be solved. For all non-signers in the sub-ring, we execute
Ring Closure 1, and for the signers, we execute Ring Closure 2:

Ring Closure 1 {

for j € [1,0]\1 ‘
choose random z over {0, 1}°
compute y? «— g;(z?)

}

Ring Closure 2 {

forj € I and j € 7*
choose random oy, from {0, 1}°
compute yJ = C;$§7m(0k, yl,j € T (R))

compute 23 = g; (y!)

}
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In the Ring Closure 2 subroutine the function C' is just a short notation for the calculations
done on each sub-ring. The computed signature o at the end of the procedure is
0 = (v, Uy, U (z}, .. vl 0h),
1<i<p

where v is randomly chosen index over [1, p| that indicates to the verifier the starting point
of the calculations. During the verification process the verifier first solves all the rings and
than verifies the super-ring starting from position v.

As we can see from the final construction of the signature, the signature size grows with
the number of members whose shares are part of the signature. That makes the scheme very
inefficient when ¢ is as large as N. In the next section, we will shortly describe a scheme

suitable and more efficient than BSS scheme when ¢ is as large as N.

3.2.2 An (N — t)-out-of-N threshold ring signature scheme

An (N — t)-out-of-N threshold ring signature scheme was recently proposed by Isshiki and
Tanaka [11]. It is based on the schemes described in the previous two sections but is more
efficient when the threshold N —t is of the same order as N. Instead of super-ring the simple
ring structure is kept but the trap-door one-way permutation is changed. While in BSS
fair partitions are used to obtain correctness and anonymity, in this scheme, fair partitions
provide for correctness and unforgeability. Since ¢ in this scheme stands for non-signers if we
just partition the set [1, N] in ¢ subgroups we can ensure that in every sub-group we have one
non-signer. The final goal is to have at least one subgroup where everybody is a signer. This
subgroup is called legal subgroup. To preserve unforgeability, instead of making ¢ partitions,
t + 1 partitions are constructed. That way any t + 1 users are in the different subgroups in
the partitioning system. The complete partitioning system will be Hﬁl ={m,...,m} and

1 t+1
E AR

each partition is m; = (

Each partition subgroup has different number of elements. In the description of the
scheme given below, by Wf we denote any partition from the complete partitioning system
and by qg the number of elements in it. The representation of the partitioning system will
be 7rg = {pg’l, ey pf’qf}. Sg is used to denote the enlarged partition and ) is the maximum

value of ¢/. The scheme works as follows:

1. First step of the signing algorithm in this scheme is to make all of the subgroups to

have equal number of elements by repeating the value of the last element. So, for each
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. . . . . IR .
partition where ¢/ = Q, &7 = 7 else &/ = {x? Y{p! ", pP" "% .. pP9}}. In the

3 (2

second case, all the elements after the last one are repetition of that value until the

o o
,q]+1 'q; 2
number of elements reaches Q: p/ " = p/% ™" =

L= pl =l
2. For each subgroup define a trap-door one way permutation G? as:

G, a0, 2q) = gy (@] .. |lg, (o)

where gk for k =1,2,...,Q), are extended one-way trap-door permutation on ij,k

over {0,1}°. Also the assumption is that in each partition the subgroup Sij is a legal

subgroup.
3. The signers choose random seeds s!,s? ...,s? from {0,1}" and compute: v;,; =
h(m, st s%,...,s9).

4. Foreach k=j+1,...,t+1,1,2,...,5 — 1 the signers choose at random from {0, 1},

zhox? . 22 and compute: vgyy = h(m, v ® GE(x), ..., 29)).

5. Using his knowledge of the trap-door of ik each signer inverts Gg and obtains
al, 22, 2% such that vy, = h(m,v; & Gl(z},2,2,...,2%)).

AR i T

6. From each partition signers output their piece of the signature as (2(t+1)Q+2) -tuple:

» 1 1
o; = (Ppg,l’ . Pp}'Qv pr,l, o szﬂ,@; 105 Vig; 7y - - - ,x?,x% ey xtQH) (3.7)
The whole signature will be a p-tuple of the signatures given above:

o= (01,...,0p)

The verifier verifies the signature by checking each o; on the message m. For each

k=ig+1,50+2,...,t+1,1,2,... 99 — 1, the verifier computes:

vk = h(m,ve ® Ql(xk, ..., 2¥)) (3.8)
end checks the equation:
Vi = h(m, Vip—1 D Gg(l’}o_l, Ce ,l’g_l)) (39)

If for all o; the equations are satisfied, the verifier accepts the signature and outputs “true”.

Otherwise, it rejects the signature outputting “false”.
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CHAPTER 4

New efficient threshold ring signatures based on
covering designs

In this section of the thesis, we will present a new threshold scheme which is based on covering
designs and presented in [16]. The idea of using covering designs with threshold schemes as
well as to achieve anonymity is not so new (e.g.[1 1, 20]), and there is a lot of work done in the
area of efficient construction of covering designs (e.g. [18, 20]). The new scheme defined in
this section utilizes the efficient constructions of covering designs for producing a threshold
like ring signature. This scheme is suitable for ad-hoc groups where acceptable subsets of
nodes who can produce valid signatures has to be defined in advance. These subsets are
created based on the standing level that node has in the group. As an underlying scheme for
our new scheme we can use any proven secure ring signature scheme. To be proven secure, the
underlying scheme has to be unconditionally anonymous and computationally unforgeable.
Let first briefly describe the idea behind our scheme. Consider a group of N possible signers
U = {uy,...,uy} and among them a set of actual signers Uy = {uy,,...,us}. The actual
signers construct a collection of rings R. Each ring R; in R is an r-subset of U and contains
at least one actual signer us, € Us and 1 < ¢ < t. We refer to the set system (U, R) as
the ring set system of the scheme. Whenever the users in Us; want to anonymously leak a
secret m, they use a ring signature scheme to generate a ring signature o; on m for each ring
R; € R. The threshold ring signature o will be a p-tuple of the computed ring signatures:
o= (01,...,0,) where 1 <p < |R|. Since the sets that can sign the message are predefined,
not any t-set of users can sign the message m. However the number of the sets that can sign
m grows exponentially with N. A simple example with ¢ = N/3 is depicted in Fig. 4.1. In
this scheme, there are N/3 disjoint rings in R and the number of ¢ sets of users that can sign

the message is 3V/3. Note that the complexity of the scheme is linear in the number of users
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E>®*”2 o= (O1r- Tnss)
— O3 O - signers
O - non-signers

Figure 4.1: A threshold ring signature scheme when t = N/3

(i.e O(N)), while Bresson et al scheme in this case would have O(2"/3N log N) complexity.

4.1 Formal definition and construction example

In the previous section we gave a short description of our scheme based on covering designs.
Now, we are going to give a formal description and a concrete construction example.

We referred to the group of possible signers as U such that |[U| = N. Let U be the set
of actual signers such that U; C U and |Us| = t.

1. Each member (signer) Us, € Uy constructs one or more rings R; of size r. Each ring
will have at least one signer (the actual constructor of the ring), which will ensure that
the construction of the ring is feasible i.e the ring can be closed. Choosing additional
signers as part of the ring is not necessary for the ring closure but considered more
secure. As an underlying scheme for the ring construction any proven secure ring

signature scheme can be chosen.

2. Ring set system R is constructed from all the rings constructed by the signers. In this

case, r < p where p = |R|. Construction of the ring set system can be done in many
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different ways, however for a given set of signers this ring set is constructed in the
beginning of the collaborated signing and it will be used by that set of signers until the
actual set exists. A signer can belong to more than one ring set system. The signer
participates in a construction of a ring set system for each group that he wants to be
part of the signing process. However, we have to point out that if one signer belongs
to multiple t-sets of signers, then the anonymity might be in jeopardy. We discuss
the anonymity of the scheme only in the case when a single signer does not belong to

multiple ¢-sets of signers.

3. The signing subset produces the signature by making a p- tuple of all the signatures

produced by different rings from the same ring set system:

0 =01,092,...0p (4.1)

Each o contains a list of public keys used in the construction of the ring. During the
verification process the verifier verifies each o; separately. The signature is valid if all o;’s
are valid. Even though the verifier have the information which ring set system signed the
message the actual signer is still anonymous. However, the anonymity is not over all possible
t-sets of users, but over the t-sets in the ring set systems.

In the example that we present here, the number of possible signers is N = t¢, where t is
the number of actual signers and d is integer such that d > 1. Two different constructions of
the ring set system in a d-cube for d = 2 and d = 3 are given on Fig. 4.2. All N participants
are arranged in a d cube. We choose a covering design that will “cover” all the columns and
where {i1,...,i4} € {0,1,...,t —1}

all the rows of one side of the cube. Each user u;, _,,,

is a member of exactly d rings of the ring set system:

{ujy,.galgn = i1}

{wjy,..jalde = i2}

{wy,..jalda = 1a}

Each user can be an actual signer. That is, for each user u there is a t-set that includes
u and can produce a threshold ring signature. The number of t-sets that can generate

signature is (¢!)?~! but it will grow fast with both ¢ and d. We will elaborate the efficiency
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d =
Exactly two rings Exactly three rings
contain u; ;. contain u; j k.

Figure 4.2: d-cube ring set system construction for the cases: d =2 and d = 3.

of the scheme in one of the following sections but one can observe that the complexity of the

scheme is O(dN) = O(N log N).
4.2 Security of the scheme

It is clear that t actual signers can generate a threshold ring signature since there is at least
one signer in each ring ‘R; € R. However, one must show that no t —1 members can conspire
and forge a signature.

We assume that the underlying ring signature scheme is unforgeable as in Definition 2.1.
The adversary has knowledge of the public keys of » members of the ring. However, he does
not know the corresponding secret keys. The adversary can query a signing oracle with a
message m and a set of public keys r on what the oracle outputs a ring signature of m for the
ring specified by the public keys. The signature produced by the oracle is valid only if the
provided public keys belong to users in an actual signers subset. The scheme is unforgeable
if the adversary can not produce a ring signature on a message that has not been signed

previously.
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In the case of a threshold ring signature scheme, we assume that the adversary has
knowledge of the public keys of N users and the secret keys of ¢ —1 users. The adversary can
send signing queries to an oracle to get threshold ring signatures. The goal of the adversary
is to produce a threshold ring signature on a message m that was not previously sent for
signing. The scheme is unforgeable if the adversary cannot succeed with non-negligible
probability.

The following theorem proves that the threshold ring signatures described in the previous

section are unforgeable and unconditionally anonymous.

Theorem 4.1 Let the underlying ring signature scheme be unforgeable and unconditionally
anonymous. Qur threshold ring signature scheme (described in Section j.1) is unforgeable
and unconditionally anonymous if and only if the complement (U, R€) of the ring set system

(U,R) is an (N, N — r,t — 1)-covering design.

Proof: Suppose that the complement (U, R¢) of the ring set system (U,R) is not an
(N, N — r,t — 1)-covering design. This means that there is a (¢ — 1)-subset C' € U such
that C'(R; # & for all R; € R. In other words, there is at least one conspirator (member
of C) in each ring of the threshold scheme. Clearly, the t — 1 conspirators in C' can forge
signatures.

Assume now that the complementary set system (U, R¢) of the ring set system (U, R) is
an (N, N — r;t — 1)-covering design, but the threshold scheme is not unforgeable. We will
show how a successful adversary for the threshold ring signature scheme can be converted
into a successful adversary for the underlying ring signature scheme which is in contradiction
to our assumption that the underlying ring signature scheme is unforgeable. The adversary
for the ring signature scheme follows the same procedure as the adversary for the threshold
scheme, and simulates the threshold scheme oracle. We can simulate the signing oracle for
the threshold ring signature scheme using an oracle of a ring signature scheme as follows.
Whenever the threshold scheme adversary sends a signing query, we construct a threshold
ring signature by sending |R| signing queries to a ring signature scheme oracle, combining
the answers and then sending the result back to the threshold scheme adversary. At the end,
the threshold scheme adversary will output a threshold ring signature o/ = (a{ e 07];) of
a message that was not signed previously by the oracle. Suppose that the adversary knows

the secret keys of the users u;,, ..., u;_,. Since (U, R¢) is a (N, N —r,t—1)-covering, there is
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aring R; € R such that R; ({wi, . --,u;_, } is empty. In other words, there is no user in R;
f

whose secret key is known to the adversary. Therefore, the ring signature o; corresponding
to the ¢-th ring R; is a forgery for the underlying ring signature scheme. [J

As we already mention, the ring set system is constructed only once (at the beginning)
for a given group of actual signers, and the actual signers use this ring set system to
generate all their signatures. Therefore, the anonymity of the scheme is unconditional.
Even an adversary with unbounded computational power that has access to arbitrarily many
chosen-message threshold ring signatures constructed using a given ring-set system cannot
distinguish between the group of actual signers and any t-set that can generate threshold
signatures.

The anonymity of the scheme depends on how the ring set systems are constructed.
Different covering designs can be used for construction of the ring set system. However,
different constructions can have different “levels” of anonymity. This means that the
anonymity might not be perfect. Namely, although the number of t-sets of signers that
can generate a threshold ring signature can be large, there are sets of ¢ signers that can
not generate valid signature for that particular ring set system. Whether or how much the
membership of a single user in more than one t-set of signers can decrease the anonymity

depends on how the ring set systems are constructed also. We leave this problem as an open

question.
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CHAPTER 5

Ring signatures based on Vandermonde matrices

In this section, we present new scheme for anonymous group signatures based on Van-
dermonde matrices. First, we will outline the framework for single-signer group signature
(t = 1). Then, we will extend the scheme for any number of collaborating signers ¢ such that
t < N, where N is the number of members in the group. We use RingSign and RingVerify
to denote the signing and verifying algorithms correspondingly. The signature produced and
outputted by the RingSign algorithm has to be signer-ambiguous and unforgeable which
will prevent the verifier of revealing the identity of the actual signer. As will be proven in
the next section, this signature scheme satisfies the security conditions.

Let us briefly describe the scheme when there is only one signer. Consider a group of N
members and one signer who wants to sign a message on behalf of the group. He chooses
N — 1 random values and encrypts them using the public keys of his co-signers from the
group. He constructs a linear polynomial using the computed values and the hash value of
the message concatenated with some random value. The hash of the message is used instead
of the actual message for improved security. From the polynomial, the signer computes his
“random” value by inverting his one-way trap-door function. The signature contains all
random values and the probability that the verifier will be able to reveal the identity of
the signer is no better that 1/N + € where € is negligibly small. Bellow we give a formal
description of the scheme.

Let U = {Uy,...,Ux} be the set of all possible signers. Each signer U; has its own public
key P; and a corresponding secret key. We assume that all of the public keys are RSA keys.
That means that every public key P; = (e;, n;) specifies one-way trap-door permutation on
Zy,

it

fi(z) = z%(modn;)

24



We assume that only the owner U; of the public key P, knows how to compute the inverse
permutation of f; efficiently.

Let U, be the signer who wants to construct the signature on behalf of the group on a
message m. The signer has access to a public collision resistant hash function h().During
the RingSign algorithm the signer uses the extended one-way trap-door permutations (the

same way they are described in [21]). The signing procedure will contain the following steps:

1. The signer U chooses random z; € {0,1}* such that ¢ # s (for all members in the

group except himself).

2. The signer computes g;(z;) for each chosen x;, where g;(x;) is the extended trap-door
one-way permutation for f;(z;). He also computes h(m||p) where p is a random value

€ {0,1}*.
3. The signer constructs the polynomial:

g1(x1) + ga(w2) + gs(ws) + ... + gn(2n) — h(ml[p) =0 (5.1)

4. The signer computes z; by inverting his own one-way permutation g,(z;)

is(fis)gi&(gﬂ [P) = lgn (@) 4 gaa(Tam1) + gona(@ap) +-gv(an)] 5 o

5. The signer produces the signature o for message m:

O':(Pl,PQ,...,PN,t:1,1’11’2,...,1’]\/) (53)

The number of signers when ¢t = 1 can be excluded from the final construction of the
signature. However it will be crucial when 1 <t < N.

The RingVerify algorithm verifies the signature o on a message m by first checking the
value of t. If it is not provided the verifier makes the computation for one signer. The verifier

checks the equation:
21+ 22+ 23+ ...+ 2y = h(m]|p) where z; = g;(z;), for 1 <i < N (5.4)

If the equation is satisfied the verifier accepts the signature and outputs “true”, otherwise

rejects the signature and outputs “false”.
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We will continue by extending the scheme for 1 < ¢ < N. Let’s have two signers Ug and
U, from the group of N members who want to collaborate to sign the message m. The signers

choose random x;’s such that i € {1,..., N}\{s,r}. They construct two polynomials:

214220+ 2223 + ...+ 28y — h(m||p) = 0 ‘
where z; = g;(x;) for 1 < i < N. Just for simplicity and without loss of generality we
will assume that they are the owners of P; and P, with corresponding ¢g; and g, one-way

functions. The corresponding matrix representation of the system above is:

(12)(5) = Choin Vet 50) 50

The two collaborators have to solve the following system of equations in order to produce

the signature on the message m:

(a):(ll)*( h(mllp) = [z + ... + 2n] ) (5.7)
29 1 2 h(m||p) — [2%23 + ... + 2V 1zy]

This system can always be solved in terms of z; and z3 because the solutions for these two
components depend on the inverse of the Vandermonde matrix which always exists. The
owners of P, and P, provide the solutions for x; and z, since they are the only two who

knows how to invert their one-way functions and the corresponding extended trap-doors.

The signature produced for the message m is:
o= (P,...,Py;t=2;21,...,2N) (5.8)

This procedure can be generalized for any number of ¢ < N signers. We can assume that
these signers are the first ¢ of the N possible signers since that does not have any influence
on the result, and it makes the computations a little bit simpler. However, in a real signing
procedure, they can be any ¢ users, and the identity of the actual signers should be secret.

In this case, we use TRingSign algorithm with the following steps:

1. The signers choose z; €g {0,1}* for ¢ € {1,...,N}\{1,...,t} and p € {0,1}*. They

compute h(m||p) where m is the message to be signed.

2. They construct the system of ¢ polynomials:

21+ 20+ 23+ ...+ 2y = h(m||p)
21+ 229 + 2223 + ...+ 2V oy = h(m]|p)

2 +tz + i+ N Loy = h(m]|p)
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with a corresponding Vandermonde ¢ x ¢ system:

2 h(ml|p) — [ze41 + - .. + 2n]
2 h(ml|p) — [2tze1 + ... + 2V 712
.2 — ! (mllp) — [ t+1. ] (5.10)
2 h(m||p) — [t'zi1 + ...+t 1zp]
3. Each signer u;, for 1 < i < t, uses the solutions from the previous step zi,...,zy to

calculate his value of x;, by using his secret key. All calculated x;’s together with the

randomly chosen ones are part of the signature.

The produced signature o on a message m is:
0= (Pry, Pryy- -y Py t; 01,22, ..., TN).
When the verifier receives the signature ¢ on a message m, the following steps are performed:

1. Check the value of t. If not specified, construct only one equation. Otherwise, construct
t-system of equations:

z1+22—|—z3++zN:h(m||p)

21+ 220 + 2223 + ...+ 27y = R(m]|p) (5.11)

21+ tZQ + t223 + ...+ tN_l,ZN = h(me)

2. Evaluate each equation. If the evaluation process outputs “true” for all of them, the
verifier accepts the signature and outputs “true”. Otherwise, the signature is rejected

and “false” is being outputted.

5.1 Security of the Vandermonde scheme

A ring signature scheme is said to be secure if it is unforgeable and signer ambiguous. We
will show that any efficient adversary A that can generate with non-negligible probability a
valid group signature on a new message m by analyzing poly(k) group signatures on other
chosen messages has to invert ¢t one-way functions f; on random inputs z; with non-negligible
probability.

Our proof is based on the definition of t-out-of-N unforgeability and anonymity given

in Section2. However, because we are also using hash function as a prevention mechanism
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from forgery, we will consider TRingSign and TRingVerify algorithms that use strong
hash function. Additionally, all security arguments that we provide are given in the random
oracle model.

Lets recreate the game given in the definition from Section 2. The game described fits the
model of adaptive chosen-message attack assuming that whenever A queries OSign it can
choose the message adaptively. The adversary A knows the public keys of all N members of
the group. A also has access to a CorruptOracle and has successfully corrupted up to ¢t —1
secret keys S;; where i; € T" and j < |T|. The signing oracle has access to a HashOracle.
A can query the signing and the hash oracle poly(k) times. The adversary A sends poly (k)
different messages to the signing oracle, for a t-out-of-N-signature. Each message can be
adaptively chosen to depend on the response of the previous queries. The adversary will win
the game if he can forge a signature on a message that was not queried before. That means
he outputs a valid message-signature pair (m, o) such that TRingVerify(m, o) =" true”

where m was never before sent as an input to OSign.

Theorem 5.1 If there exists a forger A which succeeds in breaking the scheme, then one

can invert some of the one-way functions f;.

Completeness. The signing oracle OSign can generate a valid signature given a list of
public keys, the threshold ¢, message m and access to the HashOracle.

Soundness. In order to prove the soundness of our scheme, we will introduce two new
entities besides the adversary A: a dealer D, which will generate an instance of a hard
problem to be broken, and a simulator S which will simulate the signing oracle as well as
the hash oracle. The simulated signatures will have the identical distribution as the ones
issued by the signing algorithm and the adversary cannot detect any abnormality. If A wins
the following game, then the signature constructed by our scheme can be forged.

The game:
1. D generates an instance of the hard problem to be broken .

2. S runs Gen(1%) to generate a list of public keys R. It provides the list to A altogether
with a threshold value t. S request from A to deliver (m, o, p), where m is a message
that was not signed before, o is the corresponding signature and p is the random value

which is concatenated with the message before the hashing process.
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3. A is allowed to query the signing oracle (simulated by S)with any message different
than the one that is supposed to be delivered to S. We assume a polynomially bounded

adversary which means he can make at most poly(k) queries to S.
4. A delivers the message-signature pair together with p.
5. S uses the response from A to break the hard problem.

The last step will only be possible if the signature generated by A is valid and the verification
algorithm outputs “true”. That way, S can extract valid information and break the hard
problem. This leads to contradiction which is more visible if we run the routine with a given
hard problem. Let say the dealer D generates an instance: given (f1(), k) find 27 such that
fi(z1) = h, assuming that A did not corrupt S; (the adversary has all of the secret keys
except for Sj.

S provides the list of public keys R to A and the threshold ¢, and it request ¢ on a given
m and p. It also requires that (fi(), k) be involved in the construction of signature (be part
of the threshold). The probability p that A will successfully deliver requested signature is
negligible. From the signature listing the values of 2’s S extracts the value of x; and provides
to D. The probability that someone can break the hard problem listed, inverting one-way
function, is the same with the probability that A will successfully forge the signature.

Anonymity Proving the anonymity of this scheme is straightforward. For a given
threshold ring signature, each t-set of user could have selected randomly the values z; for
the non-signers, solve the system of equations to find the values z; for the users in the ¢-set,
and invert those values to find the corresponding values x;. Hence, any t-set of user could

have produced the signature, and the scheme is unconditionally anonymous.

5.2 Extending the Vandermonde scheme to ID-based
signatures

Since the introduction of ring signatures, a lof of work has been done to obtain ID based
schemes [9, 10, 6, 13, 24]. The scheme that we introduced in the previous section can also be
extended for ID based threshold ring signatures. However, this extension was already done
by Wei [25]. The construction of the signature provided by Wei is based on Boneh et al’s

[0] bilinear signature, and it fits the so called spontaneous anonymous groups. These groups
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are ad-hoc groups without setup procedure and without group secret. However, there has to
exist a binary relation that can be viewed as the group secret of this spontaneous anonymous
group.

The scheme consists of two algorithms: Sign and Verify. Before we explain the process
of construction and verification of the signature we must discuss the notion used in the
description. Let GG; and G5 be two multiplicative cyclic groups of prime order p and each
has its own generator g; and g» respectively, and let 1 be a computational isomorphism from
G4 to Gy with ¥(g2) = g1. We assume that the ¢ always exists and is efficiently computable.

Let e be a computable bilinear map e: G; x Gy — G with the following properties:
1. Bilinear: for all u € G1,v € Gy and a,b € Z, e(u®,v°) = e(u, v)®
2. Non-degenerate: e(gi, g2) # 1.
accompanied by two more:
o for any uj,us € G1,v € Gy, e(uqug, v) = e(ug, v) - e(ug, v), and
e for any u,v € Go, e((u),v) = e(¢(v),u).

The signing algorithm is based on the existence of a set of possible signers with a set
R of public keys v; € R such that v; = ¢5°,1 < ¢ < N and a set of actual signers I such
that I C {1,...,N} and |[/| = ¢. It is assumed that there are H;,0 < j < t hashing
functions available and each member of I has its own private key x;. The signature for a
given message m € {0,1}* is constructed as follows. For each non-member of I, a random
value u; is picked and o; = ¢7" is computed. A random tag p is picked and a system of ¢

equations is constructed:
H;(m,R,t,p) HU“S Hw v)"7) for 0 < j <t (5.12)
sel ¢l

This system of equations is solved for each ¥ and s € I. The solution is always possible
because of the properties of Vandermonde matrices for which there is always an inverse, and

there exist two matrices AD and BY) such that:

= (TT H;(m, Rt p)5) ([ ] )™ (5.13)

0<j<t i¢l
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The constructed signature is of the form: o = (oy,...,0n,p). The verifier knows the list
of public keys R = (vy,...,vy), and after receiving the message m with the signature

o € GY x R, he verifies the t equalities as follows:

e(Hj(mv R7t7p)ag2) = He(giavfj) (514)

i=1
As in any other (¢, N) scheme, the signature is accepted if all of the equalities are satisfied.

Otherwise, the signature is rejected.
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CHAPTER 6

Beyond threshold ring signatures: (General access
structures

In the previous section, we introduced a new scheme for ring signatures based on Vander-
monde matrices. We desired that any ¢ out of N participants be able to sign given message
m. A more general situation would be if it is specified exactly which subsets of participants
can produce a valid signature on a given message, and which subsets cannot. The set of
subset that can sign will be specified at the beginning of the signing process. During the
verification process the verifier “looks” for a proof that some of the valid subsets signed
the message m. To further motivate our effort, we will use our earlier example with the
company AB and leaking secrets. Now, we assume that the journalist will not publish the
leaked secret unless it is signed by at least one of the following subsets of users: the president
of the company; two executive directors; or ten clerks. Our goal is to design a scheme that
will convince the journalist that at least one of the specified subsets was involved in the
signing. However, the users that leaked the secret want to remain anonymous. Hence, the
journalist should not be able to determine which of the specified subsets has generated the
signature.

The scheme that we present here is similar to the single user scheme proposed in Section 5.
We are going to slightly change the equations that we use to produce the signature. In
Section 5, we used equation with N variables. Fach variable was calculated by applying
one-way trap-door function using the public key of the participants. For the general access
structure, each trap-door function will be replaced by a trap-door set-function.

We will call the valid subsets authorized and any other subset which cannot produce a
signature forbidden. Let denote by I' the set of all authorized subsets and by A the set of all
forbidden subsets. The tuple (', A) is called access structure if (YA = 0. If T'|JA =2V,
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where N is the set of all participants, we say that (', A) is complete *.
Let I' = {Uy,Us, ..., U,}, where Uy, Us, ..., U, are authorized subsets. The signature is

always constructed from one valid subset U;. The members of that valid subset have to

cooperate in order to produce valid signature. The steps will be as follows:

1.

The signing subset U, chooses a random values x; € {0,1}* such that i # s (for every

other valid subset except for its own.

. For each w;, the signing subset computes g;, (gs,-..(i,(2:))...) = G(x;), where g = |U;|

and g;, is the extended trap-door one-way permutation of the j-th member of U;.

The signing subset chooses random tag p € {0,1}* and computes h(m||p) for the

message m that is signed.

The signing subset constructs the polynomial:

Gl(l’l) + GQ(.TQ) + ..o+ GS(SL’S) + ...+ GT(SL’T) — h(me) =0 (61)

The signing subset calculates G(xs) from the polynomial and applies the inversion

process of G4 in order to obtain z,.

vy =0, (95, - (95, (Gs(@:)))--) (6.2)

This can be done only if all the members from the signing subset collaborate and

calculate one step of the inversion process using their own secret key.

The valid subset produces the signature ¢ on a message m the same way that we
already described in the Section 5. The only difference is that instead of public keys
the valid subsets should be listed as part of the signature.

o= U,Us,...,U;x,...2,) (6.3)

When the verifier verifies the signature, he computes each Gg(zs) and evaluates the

polynomial in Equation 6.1. If the resulting value is 0, the message is accepted as valid.

Otherwise, the message is rejected. Since any of the subsets could have generated the

signature, the verifier cannot do better than to randomly guess the subset of actual signers.

Hence, the scheme provides unconditional anonymity.

'For our purposes we assume that I' is monotonic. That is if z € ' and 2’ C x than 2’ € T
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CHAPTER 7

Efficiency

In this section, we provide efficiency analysis of our schemes and compare them to some of
the existing proven secure t-out-of-N schemes.

The basic ring signature scheme [21], when based on Rabin or RSA signatures with
public exponent 3, requires one modular exponentiation and a linear number of modular
multiplications for each user in the ring during the signing process. It requires at most two
modular multiplications for each ring member during the verification process. This means
that generating and verifying a ring signature will have approximately the same cost as
generating or verifying a regular signature plus an extra multiplications (or two) for each
non-signer. However, since the groups are not predefined, the signature itself should contain
a list of all ring members. Thus, the size of the signature grows linearly with the size of the
ring. This is one of the main disadvantages of ring signatures compared to group signatures.

The BSS threshold t-out-of-N scheme [7] using RSA with exponent 3 requires O(N — t)
modular multiplications, O(t) modular exponentiations and N polynomial evaluations.
To verify such signature 2N modular multiplications, and N polynomial evaluations are
required. In this case, the size of the signature grows with both, the number of users N
and the number of signers ¢. The size of one such signature is: O(I12°Nlog N), where ¢ is
the number of the signers that participate in generation of the signature, N is the size of
the whole set from which the participants are chosen, and [ is a security parameter (the size
of the input to each trap-door permutation). The scheme is more efficient compared to the
trivial solution where all subgroups with cardinality ¢ are listed leading to O(N'™1) time
complexity:.

Although the BSS scheme is efficient when the number ¢ of signers is small (i.e.,

t = O(logN)), it becomes very inefficient when the number of actual signers is large (i.e.,
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t = w(log N)). An improvement for the case of large sets of signers was proposed by Isshiki
and Tanaka. The signing algorithm of their (N —t)-out-of-N threshold ring signature scheme
requires Q x 2'log N time for trap-door one-way function inversion, where @ is the size of
the partitions, and O(tQ2'N log N) for one-way function evaluation in the easy direction.
Hence, the scheme is more efficient when the number of actual signers is close to the number
of ring members.

Different ID based threshold ring signatures were proposed in the past 10 years. However,
we will not overview their time and size complexity due to the pairing operation which makes
these schemes fairly expensive.

The first of our proposed schemes was based on covering designs. For the ring set system
that we propose in Section 4, the number of ¢-sets of users that can generate signature is
(t1)4=1, and it grows very fast both with ¢ and d. As we already elaborated, each user can
be an actual signer, and for each user there is a t-set of users that includes that particular
signer and can produce a threshold ring signature. The complexity of the scheme for the
given construction set is O(d - N) = O(Nlog N) . If we compare the time complexity
of the scheme to the complexity O(I12'Nlog N) of the Bresson-Stern-Szydlo scheme or the
complexity O(lt2!N?1og N) of the Isshiki-Tanaka scheme, it is not difficult to see that our
scheme is significantly more efficient. Namely, the complexity does not increase exponentially
with the number of signers ¢, and it does not increase quadratically with the whole set of
possible signers N.

The second scheme that we proposed is based on Vandermonde matrices. In this case,
the signing algorithm requires (N —t) evaluations of a trap-door one-way function (the easy
direction), and ¢ inversions of a trap-door one-way function (the hard direction). Also, there
are t(N — 1) modular additions, which can become crucial if the number of signers is large,
and t polynomial evaluations. The verifying algorithm requires N evaluations of a trap-door
one-way function as well as ¢ polynomial evaluations and ¢(N — 1) modular additions. That
means that the complexity of the generated signature is approximately O(¢ - N). The size
of the signature in this case is O(l - t - N), and it will grow with the size of the set used for
generating signatures. The second scheme is not as efficient as the one based on covering
designs when the number of signers is large. However, it achieves perfect anonymity, and is

efficient when the number of actual signers is small.
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CHAPTER 8

Conclusions

We have proposed two anonymous and unforgeable t-out-of-N signature schemes. The first
scheme is based on covering designs, and is unforgeable and unconditionally anonymous.
Although the anonymity provided by the scheme is not perfect, this scheme is far more
efficient than the existing schemes when the number of actual signers is large. The second
scheme, which is based on Vandermonde matrices, is not as efficient as the first one when the
number of actual signers is large. However, it provides perfect anonymity. We also present
a scheme where the sets of possible signers are not all ¢t-subsets of the group, but defined by

a general access structure.
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